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Motivation Contribution

« Privacy Risks: Autonomous web agents executing tasks (e.g., « Dual-Channel Privacy Formulation: We distinguish
shopping, booking) must handle sensitive user data (PII), making environment-based and API-based privacy leakage in web—GUI
them prone to privacy leakage . agent execution, enabling fine-grained assessment of privacy risks

- Limitations of Existing Methods: Traditional static filtering or in both environmental interactions and API invocations.
centralized permission controls fail to adapt to dynamic task » Privacy-Aware Agentic Workflow: We propose a modular
environments and user intent . workflow that decomposes complex tasks into interpretable nodes

 Dual-Channel Leakage: and performs data minimization to remove PII while preserving

- Environment-based: Agents inadvertently filling in task utility.
sensitive information on web pages. « Distributed Policy-Driven Execution: We design a distributed
- API-based: Transmission of unredacted data when control mechanism that enforces node-level privacy policies
invoking external LLM APIs. through pre-filtering with adaptive execution, effectively reducing

both environmental- and API-level privacy risks.

PriAgentFlow

Overall Node Execution Process :
Privacy Control -+ Each workflow node executes under its assigned privacy
policy, transforming both data and environment state. The execution

f Task Decomposition

User Query
In this WhatsApp conversation given
below. Send an email asking the doctor

. : ~ - =
O :s::; ::‘lslow up advice on Sarah’s ~ orioreNode - Node type: ‘ ‘, Privacy Policy 9: | [ PII category: @
J ; Retriove From conversation to identify =340 RetrieveNode . Mask PIT data. | Medical information | | f d . f 11 o

: N Doctor's name and Sarah’s symptoms. i B
____________ v Sarah: Hey Mark, just got back from Dr. Lewis's office.

;:‘::f;:;"::.::::::‘::°:::::;:::"i::":;ﬁb, a2 Oi+1,E&i+1 = LLMExecutor (Vi @is iy Oiy Pi).

anything for it?

i / PII Categories . )
i | The PII contained in this query may N @ “  ReasoningNode
i include the following categories: v - <~  Compose a formal email template tailored for
!+ Medical information, encompassing L follow up advice.
details such as prescribed ,
medications, and treatment =

¢ s
: | A N
Sarah: Yeah, she prescribed sumatriptan. Also, she saidI | Fi.i:;: PI?:e;;‘l'a “E‘i

could take Advil if the pain gets too bad. PIT detected!
_/’

ReviewNode \
Inspect the generated draft to detect PIL, e

» The agent updates outputs and environment after each node, forming a

| instructions. @ =]
.+ Personal information, including ==

Liedl:l::iszr: z:c:oﬁ:ugmnzsn;bers \ % rewrite if necessary & / -Sar-ah: I-:‘ey Mark, just got back from Dr. Lewis's office. \‘ | o o
. . P She confirmed that my headaches are [MASK].
\ |, | \ Y privacy-aware execution flow.
“eaan e e %ﬂ Nawga‘teNodg . Mark: Oh no, I'm sorry to hear that. Did she prescribe
............................................................................................. : =8 Open the designated email Dropbox for @ * anything for it?
=| message drafting.
" - J e Agerﬂ" Sar'lnr;{hjr VkmF&TsaKﬂris:;Ebed‘ [M;Sli]. ALS?:E she said T Y ®
o s | [ ]
@ | | || g Amagent | ol o GAASKL e poners ool €51z ke Privacy-Aware Data Handling :
o©® } g;::?ﬁﬁereviewed email content into the name and Sarah’s o . ° PY
—X P s o i symptoms Retrieve Result: * Nodes apply privacy filtering only when the assigned policy
(AD ; g Doctor's name: Lewis J
......................... . Sarah's symptoms: headache e o
T ( PostNod | ) q .
[P . Got it. Iwill start witha ; .St:lbrniT oer' send the composed email to the re ulres lt *
WERTERR rodvdens | (gl —— i ) f (D, ¢i,75), ¢; € @
| strict "local-only + PII- | (DN 7
Planner ;! f“:s'i" Pgl(i:sy 5:: Z.xfruc? . _(v\ Web Environment A ﬁ ].t- er ? 1 1) 1 ﬁ lt er
the doctor's name and i VerifyNode D _
’ { Q Confirm successful delivery and verify : -
whether the request was processed. M "‘ -E -
- , 3 D, otherwise.

 This enables selective exposure and adherence to data minimization.

Distributed Privacy Control & Execution Strategy :
The overall optimization objective of the agent: * Each node selects its execution strategy dynamically:

| max [AT(Q) — (ﬁﬁmr(f; Q, D) + Li(T; Q, D))} ™5 . (qg, T4, f,bg) — ("Y’E} fﬁlter: w)

v v Total Loss

_Don"r
Miss it

Environment-based ~ API-based Finally, the workflow executes as a privacy-aware sequence
Leakage Leakage
over all nodes:
Oﬁnal: gﬁnal — H LLMEmcutﬂr ('}’z’a qi, Si: Oz’: ‘}f?z)
v; €V
(vi,vi+1)EE

This distributed design ensures both task utility and privacy
preservation.

Experiment Results Case Study

LLM Number of Parameters AGENTDAM (Baseline)  AGENTDAM + PrivacyCoT PrivAgentFlow (Ours) ettt cne sponossons o oty somea st o s e
wil()  piv()  uil () priv(d) wil () priv(d) | vode 1
Contact Us
gpt-40 o 200B 0.655 0.167 0.6434,&[]12 0.0954,0_072 0-66?1*0.012 0.012¢g,155 Type: RetrieveNode me
gpt-40-mini 8B 0.631 0.071 0.595,0.036 0.119+0.048 0.643+0.012 0.012 9. 059 Privacy Level: High
gpt-4-turbo 20B 0.667 0.179 0.6434,[]_[]24 0.10?4,0_072 0.619¢D_043 0.048¢0,131 “ Query: Retrieve order details e
llama-3.3-70b 70B 0.667 0.083 0.667 0.048 1 0.035 0.690+0.023 0.059 0.024 about 1tems with discrepancies I > Node2 |
Type: ReasoningNode e
Privacy Level: Medium
y 4+ Query: Generate email draft for =
. 1 1 : Node 3 : ne di .« . S
Table 1: Utility and privacy for each agent under strategies on the —J | refunding or exchanging discrepant Action: type [287] [Subject: Request for
. ; v . e — I Refund for Malfunctioning Electric Grill......]
shopping subset. Higher utility score (1) and lower privacy scores () brivacy Levels Medium where [287] is [287] textbox "What’s on your
A Query: Review email content . mind?’ re uired: False
are better, and remove unrelated privacy I Node & d
Type: NavigateNode
Node & ) Privacy Level: Low
: ode A ; ' Contact Us
Agent Config. Utility (1) Privacy () I e oot
Web API Web + API Type: WriteNode ~
Privacy Level: High
AGENTDAM (API) 0.655 0.167 1.000 1.000 + Query: Populate the e
corresponding fields ontheweb |  ~——777"""""""—  reorerimnr
AGENTDAM (LOCAL) 0.464 0.107 0.000 0.107 page with the content from the [\ N
PRIVAGENTFLOW 0.667 0.012 1.000 1.000 generated email o,
PRIVAGENTFLOW + DC  0.603 0.000 0.075 0.075 ) . P:‘Efy rostlore =
Node 7 | + Query: Send the email to the ACtiOIlZ CliCk [3538] where [3538] iS [3538]
— company button ’Submit’
ey . . . Type: VerifyNode My Accunt My Wishtis SgnOut  Wekcame o O St Marec
Table 2: Utility and two types of privacy comparison across different privacy Level: Low e
. + Query: Verify the email has ety S PeronaiCare  SportsOutdoors _ Clhin, Shossjemery - Home & Kichen  OffceFoducts ~_ Tols & Home mprovement
workflow settings. AGENTDAM (API) and PRIVAGENTFLOW | e ety
Contact Us

operate with gpt-40, while AGENTDAM (Local) uses qwen2.5-7B.
PRIVAGENTFLOW integrates both modes, employing gpt-4o0 for
API-based execution and quwen2.5-7B as the local model. e

mind? *
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