
Trajectory Guard - A Lightweight, Sequence-Aware Model for Real-Time
Anomaly Detection in Agentic AI

Laksh Advani
Independent Researcher

Seattle, WA
laad8452@colorado.edu

Abstract

Autonomous LLM agents generate multi-step action plans
that can fail due to contextual misalignment or structural in-
coherence. Existing anomaly detection methods are ill-suited
for this challenge: mean-pooling embeddings dilutes anoma-
lous steps, while contrastive-only approaches ignore sequen-
tial structure. Standard unsupervised methods on pre-trained
embeddings achieve F1-scores no higher than 0.69. We in-
troduce Trajectory Guard, a Siamese Recurrent Autoencoder
with a hybrid loss function that jointly learns task-trajectory
alignment via contrastive learning and sequential validity via
reconstruction. This dual objective enables unified detection
of both ”wrong plan for this task” and ”malformed plan
structure.” On benchmarks spanning synthetic perturbations
and real-world failures from security audits (RAS-Eval) and
multi-agent systems (Who&When), we achieve F1-scores of
0.88–0.94 on balanced sets and recall of 0.86–0.92 on im-
balanced external benchmarks. At 32 ms inference latency,
our approach runs 17–27× faster than LLM Judge baselines,
enabling real-time safety verification in production deploy-
ments.

Introduction
The recent emergence of large language model (LLM)-
based autonomous agents marks a fundamental change in
automating complex digital tasks. LLM-based agents gen-
erate multi-step ’trajectories’ to automate tasks, but this
growing autonomy introduces significant operational risks.
A primary barrier to trusted deployment is the potential for
agents to generate flawed, irrelevant, or unsafe trajectories
from misinterpreting task context or breakdowns in logical
action sequences. Our investigation confirms that standard
anomaly detection techniques, such as variational autoen-
coders (VAEs) or similarity searches on off-the-shelf em-
beddings, are insufficient, as they fail to capture the contex-
tual and structural properties of valid agent plans.

To address this safety problem, we introduce Trajectory
Guard, a novel, lightweight model for real-time validation
of agent trajectories. Our approach employs a Siamese Re-
current Autoencoder trained with a hybrid loss function that
simultaneously learns two key aspects: (1) contextual fit be-
tween task and plan via contrastive learning, and (2) struc-

tural validity of the sequence via recurrent reconstruction.
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This work makes the following contributions:

1. We demonstrate that standard anomaly detection meth-
ods applied to pre-trained embeddings are ineffective for
agent trajectory validation, establishing the need for spe-
cialized models.

2. We propose a novel, sequence-aware Siamese Recurrent
Autoencoder with a hybrid loss function for real-time tra-
jectory anomaly detection.

3. We conduct experiments on benchmarks combining syn-
thesized data from Galileo (AI 2025) and AgentAl-
ign (Zhang et al. 2025a) with real-world failures from
RAS-Eval (Fu, Yuan, and Wang 2025) and Who&When
(Zhang et al. 2025b). On these, we achieve F1-scores
of 0.88–0.94 on synthetic benchmarks and strong recall
(0.86–0.92) on real-world logs.

4. We demonstrate that our approach is over 17× faster than
LLM Judge baselines, making it suitable for real-time de-
ployment.

5. We contribute a deployable tool for verifying trajectory
coherence against tasks in agentic systems.

Related Work
Our work connects anomaly detection in sequential data
with the emerging field of LLM agent safety.

Anomaly Detection: From Classic to LLM Methods.
Traditional unsupervised methods like VAEs (Kingma and
Welling 2013) and Isolation Forests (Liu, Ting, and Zhou
2008) are efficient but fail to capture semantic nuances in
agent trajectories, per our experiments. LLM Judges (Liu
et al. 2024) offer high accuracy (F1 up to 0.95) but high la-
tency (556–734 ms), unsuitable for real-time use.

Anomaly Detection in Agentic Systems. Recent efforts
target agent anomalies, e.g., spatio-temporal graph auto-
encoders for driving trajectories (Wiederer et al. 2022)
(kinematic focus) and SentinelAgent’s execution graphs for
multi-agent risks (He et al. 2025) (qualitative, no latency
metrics). These suit multi-agent or robotics but not single-
agent language plans.



Architectural Parallels and Safety Alignment. Our
Siamese recurrent network (see Figure 1 in Appendix
for detailed pipeline) draws from log anomaly detection
(Hamooni et al. 2021), adapted with hybrid loss for LLM
trajectories. Complementary works like AgentAlign (Zhang
et al. 2025a) synthesize data for safety alignment, focus-
ing on pre-generation prevention rather than post-generation
validation.

Our Contribution. Prior methods overlook lightweight,
real-time guards for single-agent language trajectories (Du
et al. 2025). Trajectory Guard fills this gap, achieving F1
0.88–0.94 on synthetic benchmarks with 32 ms latency
in one model, unlike high-latency judges or multi-agent
graphs.

Datasets and Anomaly Synthesis
To rigorously evaluate our proposed model, we constructed a
comprehensive benchmark by unifying several data sources.
Our foundation consists of two open-source agent trajectory
datasets, Galileo and AgentAlign, which we used to train
our model and synthesize diverse contextual and structural
anomalies. We augmented our test set with two external an-
notated benchmarks: RAS-Eval, a comprehensive security
benchmark, and Who&When, a dataset of multi-agent fail-
ure logs. This combined approach results in a high-quality
dataset for robust model training and comprehensive evalu-
ation.

Training and Synthesis Datasets

Our core dataset for training and synthesis is built from
two sources with different trajectory formats, ensuring our
methodology is not overfitted to a single style of agent inter-
action.

• Galileo: The adaptive tool use configuration
of the galileo-ai/agent-leaderboard-v2
dataset. This benchmark contains trajectories across
several enterprise domains (e.g., banking, telecom),
represented as lists of natural language commands.

• AgentAlign: A large-scale agent safety benchmark. We
utilized the “benign” category to extract trajectories rep-
resented as sequences of structured JSON tool calls.

External Evaluation Benchmarks

To evaluate model robustness on real-world failures beyond
synthesized anomalies, we incorporated two external test
sets.

• RAS-Eval: A comprehensive security benchmark sup-
porting both simulated and real-world tool execution. We
utilized its 3,802 anomalous trajectories for our test set.

• Who&When: A dataset comprising extensive failure
logs from 127 LLM multi-agent systems. We extracted
184 logs with fine-grained annotations linking failures to
specific error steps.

Anomaly Synthesis Process
To create a challenging test set with known ground truth,
we employed a large language model (openai/gpt-5) to
perform controlled trajectory perturbation on a subset of the
Galileo and AgentAlign data. For each ”good” trajectory, a
corresponding ”anomaly” version was created by injecting a
random number (1, 2, or 3) of invalid steps.

This synthesis, guided by the prompt in Listing 1 (Ap-
pendix ), produced a diverse range of anomalies, including:

• Contextual Anomalies: Injecting steps that are logical
in isolation but out-of-context for the specific task (e.g.,
’Search for new applications’ in a telecom
task, as in Table 1, or ’CloseMusicApp’ mid-
workflow, as in Table 2).

• Structural Anomalies: Introducing malformed or non-
sensical steps, such as a tool call with incorrect or danger-
ous arguments (e.g., delete filewith a risky path) or
an illogical reasoning trace for a simple query.

Table 1: Example Galileo Trajectory Pair.

Label Trajectory Steps (Excerpt)
Good [’Check roaming charges’, ’Add

international calling’, ’Upgrade
wife Sarah’s iPhone’, ’Port
business landline’,]

Anomaly [’Check roaming charges’,
’Upgrade wife Sarah’s iPhone’,
’Add international calling’,
’Port business landline’,
’Search for new applications to
download’, ’Check for scheduled
tower maintenance’,]

Table 2: Example AgentAlign Trajectory Pair.

Label Trajectory Steps (Excerpt)
Good ["name":"GetNewMusicReleases",

"name":"GetMainstreamRockSongsChart"]
Anomaly ["name":"GetNewMusicReleases",

"name":"CloseMusicApp",
"name":"GetMainstreamRockSongsChart",
"name":"OpenPodcasts"]

Final Data Splits
The final datasets were created using a stratified split of the
Galileo and AgentAlign data, with the external benchmarks
reserved exclusively for the test set. Critically, all test set
samples (both good and anomalous) were held out prior to
any model training to ensure no data leakage.

To create a validation set for hyperparameter tuning and
the ablation study, we split the initial training set into an 85%
training and 15% validation split. The validation set was
used exclusively for model selection and early stopping, and
was not used in the final evaluation. We synthesized anoma-
lies for the validation trajectories using the same GPT-5 per-
turbation process to create a balanced validation set.



• Initial Training Pool: 6,767 “good” trajectories from
both Galileo and AgentAlign

– Training Set: 5,752 trajectories (85%) used for model
training

– Validation Set: 1,015 trajectories (15%) used for hy-
perparameter tuning and ablation studies

• Final Test Set: Consists of 5,822 trajectories in total,
held out before training and never seen during model de-
velopment. The test set is broken down as follows:

– Good Samples: 1,000 (250 Galileo, 750 AgentAlign) -
distinct from the training set

– Anomalous Samples: 4,822 (Total), drawn from three
sources:
Synthesized (Ours) 836 (248 Galileo, 588 AgentAl-

ign) – created via GPT-5 perturbation of held-out
good trajectories

RAS-Eval 3,802 – external security benchmark
Who&When 184 – external multi-agent failure logs

Methodology
Our goal is to develop a lightweight, real-time model,
Trajectory Guard, for detecting anomalies in LLM
agent trajectories. We define a trajectory τ as a sequence of
action steps {s1, s2, ..., sn} intended to fulfill a user task T .
Our investigation progressed through three core hypotheses,
culminating in a novel sequence-aware architecture.

Hypothesis 1: Anomaly as a Point Outlier
We initially treated anomalous trajectories as statistical out-
liers in pre-trained embedding space (Reimers and Gurevych
2019), modeling them as unordered “bags of steps.” We
computed a fixed-size vector vτ by mean-pooling step em-
beddings from a SentenceTransformer, then applied unsu-
pervised detectors (VAE, Isolation Forest, One-Class SVM).
This approach failed (F1 < 0.70; Table 3), as averaging di-
lutes anomalous steps, rendering vτ indistinguishable from
valid trajectories.

Hypothesis 2: Anomaly as a Contextual Mismatch
We next hypothesized anomalies as contextual mis-
matches between task T and trajectory τ . We fine-tuned
all-MiniLM-L6-v2 contrastively on (task, trajectory)
pairs using MultipleNegativesRankingLoss (Khattab and
Zaharia 2020) to maximize cosine similarity for valid pairs.
This improved performance to F1 ≈ 0.82, but remained brit-
tle, exhibiting negative transfer across trajectory formats and
ignoring sequential structure.

Final Approach: A Sequence-Aware Siamese
Architecture
Design Rationale. A robust guard must model trajec-
tories as structured sequences and distinguish contex-
tual anomalies (task-trajectory mismatch) from structural
anomalies (incoherent plans). Our architecture simultane-
ously detects both.

Architecture. Trajectory Guard is a Siamese Recurrent
Autoencoder with two towers:
• Task Tower: MLP projection mapping task embeddings

to 128-dimensional latent vector vt.
• Trajectory Tower: GRU encoder processing sequence
{s1, ..., sn} into “thought vector” vs; GRU decoder re-
constructs the original sequence.

Hybrid Loss Function. Our key innovation combines two
synergistic objectives: contrastive loss (Lcontrastive) for con-
textual relevance via task-trajectory alignment, and recon-
struction loss (Lreconstruction) for structural validity via se-
quence reconstruction.

L = Lcontrastive + α · Lreconstruction (1)
Lcontrastive uses Triplet Margin Loss with in-batch neg-

ative sampling: task embeddings serve as anchors, corre-
sponding trajectories as positives, and other batch trajecto-
ries as negatives. This minimizes distance between vt and
vs while maximizing distance to negatives (“Is this the
right plan?”). Lreconstruction uses MSE loss to learn trajectory
“grammar”—valid step ordering and composition (“Is this
plan coherent?”).

This dual objective enables joint detection of contextual
mismatches and structural incoherence, addressing both fail-
ure modes in a unified model.

Implementation Details
Negative Sampling Strategy. For the Triplet Margin Loss,
we employed in-batch negative sampling. In each training
batch of N (task, trajectory) pairs, every task embedding
served as an anchor, with its corresponding trajectory as the
positive sample and the N − 1 other trajectories in the batch
as negative samples. This efficient approach provides diverse
hard negatives without requiring explicit negative example
generation.

We trained our model on 5,752 training trajectories us-
ing all-MiniLM-L6-v2 as the base embedder, fine-tuned for
20 epochs (batch size 16, Adam optimizer, learning rate
2× 10−5). The MLP task head projects from 384 to 128 di-
mensions; GRU encoder/decoder hidden dimension is 128.
We set static loss weight α = 0.5 and triplet margin to
1.0. The anomaly threshold was selected on the held-out
validation set to maximize F1-score. Benchmarks used an
NVIDIA T4 GPU and Intel Xeon @ 2.00GHz CPU.

Experiments and Results
We evaluate Trajectory Guard on synthetic (Galileo,
AgentAlign) and real-world hold-outs (RAS-Eval,
Who/When), demonstrating superior efficiency and ef-
fectiveness.

Performance Metrics
Table 3 presents a comprehensive performance compari-
son. Lightweight baselines (VAE, Isolation Forest) demon-
strate that standard off-the-shelf methods fail on this special-
ized task. Our model significantly outperforms these base-
lines and achieves F1-scores competitive with or superior to
heavyweight LLM Judges on synthetic benchmarks.



On balanced synthetic datasets, Trajectory Guard
achieves F1 scores of 0.88–0.94 (weighted average 0.92),
with weighted average recall of 0.91. For the external bench-
marks, which contain predominantly anomalous trajectories
(RAS-Eval: 3,802 anomalies; Who&When: 184 anomalies),
we report recall as the critical safety metric, since false neg-
atives (missed anomalies) pose greater operational risk than
false positives. On these hold-out sets, our model achieves
strong recall (0.86 on RAS-Eval, 0.92 on Who/When), out-
performing Phi-3-mini (0.76 and 0.88) and approaching or
matching heavyweight baselines. This validates generaliza-
tion to real-world security vulnerabilities and multi-agent
failures where recall is critical for safety.

Error Analysis
Analysis reveals precision drops on trajectories exceeding
10 steps. The fixed 128-dimensional GRU vector (Cho et al.
2014) acts as an information bottleneck, increasing recon-
struction error for long valid sequences. Future work will
explore attention mechanisms to mitigate this.

Table 3: Accuracy Comparison. Precision (P), Recall (R),
and F1-Score (F1) for anomaly class on balanced bench-
marks. Mixed (Synth) = weighted average of Galileo and
AgentAlign. For highly imbalanced external benchmarks
(RAS-Eval, Who&When), we report only Recall due to lack
of normal samples.

Model Dataset P R F1
Proposed Model
Our Siamese RNN Galileo 0.90 0.86 0.88

AgentAlign 0.95 0.93 0.94
Mixed (Synth) 0.94 0.91 0.92

RAS-Eval – 0.86 –
Who/When – 0.92 –

Heavyweight Baselines
Gemini Flash 1.5 Mixed (Synth) 0.93 0.98 0.95

RAS-Eval – 0.91 –
Who/When – 1.00 –

GPT-4o Mini Mixed (Synth) 0.89 0.97 0.92
RAS-Eval – 0.96 –

Who/When – 0.79 –
Deepseek v3.2-exp Mixed (Synth) 0.77 0.94 0.85

RAS-Eval – 0.90 –
Who/When – 1.00 –

Phi-3-mini (A100) Mixed (Synth) 0.80 0.82 0.81
RAS-Eval – 0.76 –

Who/When – 0.88 –
Lightweight Baselines
VAE (bge-large) Mixed (Synth) 0.86 0.57 0.69
One-Class SVM Mixed (Synth) 0.45 0.71 0.55
Isolation Forest Mixed (Synth) 0.43 0.70 0.53

Latency Comparison
Table 4 shows inference latency benchmarks. Our GPU
model is 17× faster than the fastest LLM Judge (Deepseek)
and 27× faster than Phi-3-mini, confirming suitability for
real-time deployment. While our model was benchmarked
on T4 GPU versus Phi-3-mini on A100 GPU, the 27×
speedup magnitude is a conservative estimate.

Table 4: Latency Comparison (ms/sample). Our model on
NVIDIA T4 GPU; Phi-3-mini on NVIDIA A100 GPU
(higher-end hardware); LLM Judges via API. Despite using
lower-tier GPU hardware, our model achieves 27× speedup
over Phi-3-mini, demonstrating significant architectural ef-
ficiency gains beyond hardware differences.

Model Latency (ms)
Isolation Forest (CPU) <1.0
Our Model (GPU) 32.48
Our Model (CPU) 161.16
Phi-3-mini (A100) 892
LLM Judge (Deepseek-v3.2-exp) 557
LLM Judge (Gemini-Flash-1.5) 603
LLM Judge (GPT-4o Mini) 735

Ablation Study on Hybrid Loss
To validate our hybrid loss design, we conducted an ablation
study training our model with only the contrastive loss or
only the reconstruction loss. As shown in Table 5, the full
hybrid model significantly outperforms either component in
isolation, confirming that learning both context and structure
is crucial for high performance.

Table 5: Ablation study on loss components. Reported is the
Anomaly F1-score on a balanced validation set.

Loss Configuration Anomaly F1-Score
Contrastive Loss Only 0.82
Reconstruction Loss Only 0.75
Hybrid Loss (Both) 0.92

Limitations
Our reliance on GPT-5-synthesized anomalies enables con-
trolled evaluation but risks circularity. Human-annotated
hold-outs (RAS-Eval, Who&When) mitigate this, though
recall drops slightly on large-scale attacks (0.86 on RAS-
Eval’s 3,802 samples). Performance also degrades on long
trajectories: F1 0.96 for 2–5 steps vs. 0.87 for 11+ steps, due
to GRU’s fixed-size encoding bottleneck. Future work could
incorporate attention mechanisms for better long-range han-
dling.

Conclusions
Trajectory Guard addresses agentic AI safety through
lightweight, real-time anomaly detection for verifiable LLM
agents. We demonstrated that standard anomaly detection
on embeddings is inadequate and proposed a Siamese Re-
current Autoencoder with hybrid loss learning both con-
textual and structural validity. On synthetic benchmarks
(Galileo, AgentAlign), it achieves F1 0.88–0.94, with
strong recall (0.86–0.92) on annotated hold-outs (RAS-Eval,
Who&When) while being 17–27× faster than LLM Judges
and Phi-3-mini, enabling real-time deployment. Future work
includes validation on more real anomalies, broader domain
training, and benchmarking against quantized LLMs to po-
sition our approach within evolving AI safety standards.
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Appendix
Diagram and Prompts
This appendix contains a diagram and the full prompts used
for synthesizing anomalous trajectories and for the LLM
Judge baseline evaluation.

System Architecture
Figure 1 illustrates the complete Siamese Recurrent Autoen-
coder architecture of Trajectory Guard, detailing the parallel
processing tracks for task context and trajectory structure.

Figure 1: The Trajectory Guard Architecture. The model
employs a Siamese design with two parallel towers. The
Task Tower (left) projects the task description into a la-
tent space vt. The Trajectory Tower (right) uses a GRU
encoder to compress the action sequence into a thought vec-
tor vs. The model is trained via a hybrid objective: a Con-
trastive Loss aligns vt and vs to ensure the plan matches the
task, while a Reconstruction Loss ensures the trajectory se-
quence retains structural validity.

Listing 1: Prompt for Anomaly Synthesis.
1 You are an expert data generator for an

AI safety experiment. Your task is to
take a valid sequence of tool-call

steps (an agentic trajectory) and
inject a specified number of



anomalous steps. Anomalous steps MUST
be: logically inconsistent with the

sequence, in-domain, and
syntactically plausible but
semantically wrong. Return ONLY a
valid JSON object with the key "
corrupted_trajectory".

Listing 2: Prompt for the LLM Judge Baseline.
1 Analyze the provided plan in relation to

the specified task. Evaluate whether
the steps form a coherent, logical

sequence that directly supports task
completion. Flag any steps that are
irrelevant, contradictory, out of
order, or otherwise disrupt the
logical progression, potentially
signaling an anomaly. Conclude your
response exclusively with one word: ’
good’ if the plan is fully logical
and relevant, or ’anomaly’ if any
issues are detected.


